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1 Introduction

1.1 Background

If you use the Media Production Suite software (hereinafter “MPS”) in a PC environment where

Microsoft Defender for Endpoint (Microsoft Defender for Enterprise; hereinafter “MDE”) is deployed,

MDE may block communication with the camera, causing MPS to behave abnormally.

Specifically, the following symptoms may occur in MPS:

1. The MPS screen stops updating.
2. Camera controls in MPS stop responding.
3. Auto Tracking and Auto Framing stop operating.

Depending on the timing, the camera may continue panning/tilting/zooming in one direction.

The system becomes usable again after about 1-2 minutes, but the abnormal behavior may recur a few

minutes later, repeating this cycle.

If the issue above occurs, the organization’s IT/system administrator must add the camera’s IP address

to the exclusion list in the MDE management console.

You can determine whether MDE is enabled by confirming that the Windows service “Sense” is

running.

Example check using a PowerShell command

PS> Get-Service Sense

Status  Name DisplayName
Running Sense Sense
1.2 Purpose

This document provides procedures for organizational IT/system administrators to register a camera’s

IP address as an exclusion in the MDE management console.



2 IP Address Exclusion Registration Procedure

2.1 Important Notes (Confirm Device Management Type)
The method for configuring IP address exclusions differs depending on how the device is managed
(Microsoft Defender for Endpoint-managed device or Intune-managed device).

Refer to the section linked below and configure the exclusions.
2.2 How to Exclude a Camera IP Address Using Group Policy

Refer to the section linked below and configure the exclusions.
2.3 How to Exclude an IP Address Using Intune




2.2 How to Exclude a Camera IP Address Using Group Policy

By specifying the camera’s IP address as an exclusion in the following Active Directory Group
Policy management settings, you can prevent that camera from being subject to MDE

communication blocking.

From Windows [Run], type gpedit.msc to launch the Group Policy Editor, and then open the
following item.

Path: [Administrative Templates] > [Windows Components] > [Microsoft Defender Antivirus] >
[Exclusions]

Setting: IP Address Exclusions

M |p Address Exclusions O

=] Ip Address Exclusions Next Setting

© Not Configured ~ COmment:

) Enabled
() Disabled

Supperted eni At jeast Windows Server 2016, Windows 10 Version 1709
Cptions: Help:

Allows an administrator to explicitly disable network packet

IP Address Exclusi . ; . ;
ress Bxelusions inspection made by wdnisdrv on a particular set of |P addresses,

oK Cancel

In the “IP Address Exclusions” policy, set the camera IP address you want to exclude as the “Value

name” to register it as an exclusion.

Example: Excluding IP address 10.0.0.5



Show Contents O *

IP Address Exclusions

Value name Value
” 10.0.0.5

K Cancel

Only individual IP addresses are supported. You cannot specify CIDR notation (e.g.,

192.168.10.0/24) or wildcards. Enter each camera IP address you want to exclude one by one.

To verify the settings, run the following command in an administrator-elevated PowerShell

session on the PC that runs Media Production Suite.

Verification command:

Get-MpPreference | select -expand Exclusion]PAddress

This completes the procedure for excluding an IP address using Group Policy.



2.3 How to Exclude an IP Address Using Intune

Note (for Intune-managed devices): On devices managed by Intune, Microsoft Defender Antivirus
settings configured by Intune take precedence. In that case, IP address exclusions configured via
Group Policy or local PowerShell commands will not be applied. To exclude IP addresses on

Intune-managed devices, use the Intune-based method described in this section.

Typically, to change Microsoft Defender Antivirus (MDAV) settings from Intune, you can use an
AV policy under [Endpoint security] - [Antivirus].
However, AV policies do not support IP address exclusions. When using Intune, you can configure

this by using the Settings catalog in a device configuration policy.
The following steps describe an example of creating a new policy.

After signing in to the Microsoft Intune admin center (intune.microsoft.com), navigate to

[Devices] — [Manage devices] — [Configuration], and then start creating a new policy by selecting

“Create”.

. . C &) nakashima.admin@kk jp... (@
Microsoft Intune admin center D Copilot 8] ® & s eatsoncon W
Home
Home " .
# (' ) Devices | Overview X
EL! pashboard
= All services Search
Update firewall configurations for new Intune network service endpoints. Leam more about Intune network service endpoints &2
© explorer | © Overview
B Alldevices O Refresh S Viewtour A’ Provide feedback
;) vi
22 Apps J2 Device query Manage devices by platform
@, Endpoint security g Monitor
[ ] . - " N
O Agents + By platform mm Windows §-) i0s/iPadOS & macos & Android
&= 172,144 devices 41,674 devices 795 devices 9,177 devices
T W Windows
& Users {08/iPadOS
&8 Groups & macos é Linux
devi
£} Terant sdministration @ Android O devices
# Troubleshooting + support & Linux
' Device onboarding
(P windows 365 Y . .
Autopatch management status Configuration policy assignment failures
) Enollment
Managed by cloud policies Assigned to update rings Other Profiles with error or conflict
~ Manage devices 838 1,561 125
7 Compliance
O Conditional access Noncompliant devices Deployment status per Windows update ring
B Scripts and remediations Noncompliant devices Devices not evaluated I Devices missing policy I Devices with error Devices with conflict
1,936 24,155 121

[&%) Group Policy analytics

. eSIM cellular profiles
= (preview)



In “Create a profile”, specify the following:
Platform: Windows 10 and later
Profile type: Settings catalog

Create a profile X
Platform

| Windows 10 and later A ‘
Profile type

| Settings catalog ~ ‘
Start from scratch and select settings you want from the library of available settings

On the “Basics” tab, enter any policy name. In the example below, the policy name is set to “IP

address exclusion”, but you can choose any name that fits your environment.

Home * Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

0 Basics

Name * IP address exclusion ~

Description

Platform Windows




On the “Configuration settings” tab, select “Add settings” to open the Settings picker.

Home > Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

(V] Basics © Configuration settings

; é Settings catalog
With the settings catalog, you can choose which settings you want to
. p configure. Click on Add settings to browse or search the catalog for the
K ! settings you want to configure.

Learn more

In the Settings picker, select Defender under “Browse by category”, check the setting named

“Excluded Ip Addresses”, and then close the picker using the x shown in the picker window.

Settings picker X

Use commas *,” among search terms to lookup settings by their keywords

O Search for a setting arch

-+ Add filter

Browse by category

Control Policy Conflict
Converters

Credential Providers
Cryptography

Data Protection
Defender

Delivery Optimization
Device Guard

Device Health Monitoring

Setting name

Select a category to show settings

126 settings in "Defender” category Select all these settings

Setting name

L] LHAUIE LUP SEGIHEIEUUI Uivau w
D Engine Updates Channel 0]
D Excluded Extensions (0]
Excluded Ip Addresses ©
(7] Excluded Paths [0)
D Excluded Processes @
D Hide Exclusions From Local Admins (0]
D Hide Exclusions From Local Users 0]
("] intel TOT Enabled [0)




Back on the “Configuration settings” tab, enter the camera IP address you want to exclude into
the input box.
Only individual IP addresses are supported. You cannot specify CIDR notation (e.g.,

192.168.10.0/24) or wildcards. Enter each camera IP address you want to exclude one by one.

Home > Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

0 Basics 2] Configuration settings

+ Add settings ©

A Defender Remove category

0 125 of 126 settings in this category are not configured

Excluded Ip Addresses @ ©

() sort + Import L Export

(]| 10005 v |

Intune also supports importing exclusions. You can import settings by using a text file that lists

multiple IP addresses separated by line breaks, as shown below.

Example contents of the text file:

192.168.10.1
192.168.10.2
192.168.10.3



When importing a file in Intune, if the checkbox “My data has headers” is selected, Intune treats

the first row that contains data as a header row and skips it.

Select file X

My data has headers

Select file

‘ Select a file ‘ E

If your import file does not include a header row, clear this checkbox so that Intune imports

starting from the first row containing data.

On the “Scope tags” tab, you can leave the default settings and proceed; this is optional.

Home > Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

0 Basics 0 Configuration settings (3] Scope tags

Scope tags

Scope tags

Default

+ Select scope tags




On the “Assignments” tab, specify the groups to which the policy will apply and, if needed, the
groups to exclude from the assignment.

Home > Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

o Basics 0 Configuration settings 0 Scope tags o Assignments
Included groups

R, Addgroups A3 Addallusers + Add all devices

Groups Status Group Members (0] Filter Filter mode Edit filter Remove

No groups selected

Excluded groups
o When excluding groups, you cannot mix user and device groups across include and exclude. Click here to learn more about excluding_groups.

-+ Add groups
Groups Status Group Members (O Remove

No groups selected

On the “Review + create” tab, confirm that the settings are correct, and then complete policy
creation.

Home > Devices | Configuration

Create profile

Windows 10 and later - Settings catalog

@ asic @ Configuration settings (/] Scope tags (/] Assignments © Review + create

Summary

Basics

Name IP acldress exclusion
Description No Description
Platform Windows

Configuration settings
. Defender

Excluded Ip Addresses @ (O 10.00.5

Scope tags

Default
Assignments

Included groups

Group Status Group Members (0 Filter
No results.

Excluded groups
Group Status Group Members (0




After the policy has been applied to the device, to verify the settings on the device, run the
following command in an administrator-elevated PowerShell session on the PC that runs Media

Production Suite.

Verification command:

Get-MpPreference | select -expand Exclusion]PAddress

This completes the procedure for excluding an IP address using Intune.



Revision History

This section describes the revision history of this document.

Document Version

Changes

1.0
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